Anatomy of
a Phish

DNS/Filter




Today’s Agenda

—)
o)
uuq”u 55&
] I |
What is Impact & Mitigation
c . A Deeper Techniques
phishing? Look

;



Anatomy of a Phish
What is phishing?

Phishing is...

When someone sends an email that impersonates a trusted party (such as a
bank, credit card company, insurance company) so that you give up sensitive
Information.

Spear phishing is...

When someone targets a specific organization or group of users.
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Email is Vulnerable
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92.4% of malware is Open Rates

distributed via email

CIiCk Rates Email is the easiest way to

deploy malware

12% of phishing message links
are clicked Easy Ta rget
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35% of

Phishing Sites
Use Valid SSL
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Phishing Statistics
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World's Biggest Data Breaches
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Phishing Preparation:
The Website
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Phishing Preparation:
The Email
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Phishing Emails

L Tra nsa Ctional emails (m 1. Suspicious sender address
e Newsletters

(Verify your latest transfer ) 2. Sense of urgency

Dear Sir/Ma’am | 3. Generic greeting

We are informing you of a Iates1 probelm)in your transfer to the other bank. They stopped
the funds from your account and you must@o the needful and verifying your identity)

4. Spelling and grammar mistakes

Click to confirm your account or use the file included

https://cmebank.com/signin.html 5. Link (or mask) to invalid domain

P.s. It is needed to click please “allow macros”

John Miller

@ 6. Suspicious attachments
Account Manager

acme bank verifytransfer.docx




Anatomy of a Phish

Attack Timeline

User Gives Information
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How To Mitigate

Things you can do...

3 S
Greylisting More Threat Feeds
Training

Use Machine learning
.E?-_{ @ Things your security vendors can do...
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Password Managers 2FA
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STOP PHISHING
Comprehensive protection

from Oday phishing, botnets,
and malware.

SEE ACTIVITY
Complete visibility of
DNS activity across your
organization.
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Block users from
visiting unauthorized
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DNSFilter Console
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DNS/Filter

DNS Protection For MSPs.

2X Trial Offer

Signup at dnsfilter.com
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Waiting For DattoCon
Join our other events!

DNSFilter Office Hours & Happy Hour: Tuesday, June 9 at 4 p.m. ET

We'll demo Active Directory and then enter a breakout session where MSPs can chat amongst
themselves and network. Bring your questions!

What's Better For My Business? DNSFilter or Cisco Umbrella: Wednesday, June 10 at 1 p.m. ET

A direct comparison of DNSFilter and Cisco Umbrella followed by a Q&A.
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. Feel free to ask us
enjoyable and useful.
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